Chapter 5 - Configuring a Mobile Device

You can configure the following mobile devices with Medisoft: iPad, iPhone, and iPod.

Once a device is configured to work with Medisoft, you can view appointments from your
mobile device, as well as enter charges for patients, and update superbill templates.

You will need to download and install the application to your mobile device and then enter
the API Key and Code to activate it.

Firewall Considerations

Depending on what firewall you use (other than Windows firewall), you may need to update
the exception list or you may need to manually open certain ports. You will not be able to
connect to a mobile device until the firewall settings are updated.

If your firewall has an exception list, make sure that the following program is added to the
exception list: PlutoServer.MSL.exe.

If your firewall requires you to open ports, make sure the following ports are open:

Port

443 Outgoing

A port in the range 49000-50000 incoming

To determine which incoming port you need to open, follow these steps:
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Chapter 5 - Configuring a Mobile Device

¢ Click Start, point to All Programs, and click Diagnose Mobile. The Diagnose Mobile
screen appears. The port that you need to open appears in the External Port field.

r‘%‘ Diagnose Mobile = |[-E-
Network Status |

When the service is running you can "Stop'the service. If it is not running you can

‘Start'the service. There is a two minute delay after starting the service before you Stop Service
can stop it, to make sure it had time to initialize.

Mabile Api Service Status
Service Status: Running

Host GUID:  Fc844d9-4a31-445b-826-3b61

Local IP: The "Mobile Api Service' detects a local IP
change every 10 seconds and an extemal
Bdtemal IP- N/A IP change every 5 minutes. It then notifies

McKesson's Mobile Gateway
Exdemal Port:  N/A

This screen refreshes every 15 seconds
Service Version: 1.0.36

Latest Version: 1.036
Update Service Now

e

Reinstall the service completely (Last Resort)

McKesson's Mobile Gateway

Detected Bdemal IP:  N/A

Detected Local IP:

Port Configuration

Make a call from the McKesson Mobile Gateway into this Server's IP and Port

Figure 9. Diagnose Mobile screen with External Port highlighted

Consult the documentation for your firewall for instructions to open a port or add a program
to the exception list.

To configure your device
1. Start Medisoft.
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2.

N o o 0

o

10.
11.

On the Help menu, click Mobile. The Mobile screen appears. By default, only Level 1
users, such as system administrators, have access to mobile functionality. If you do
not have Level 1 privileges in Medisoft, see your Medisoft Administrator for access.

.

Mobile @

User API Key:
APICode:
Mobile PIN:

| - Qheck.ﬁu:cess. « Help |

Figure 10. Mobile screen

Take note of these values on the Mobile screen.
With your mobile device, launch the App Store.
Search for Medisoft.

Download and install the application for Medisoft.

On the mobile device desktop, double-tap the mobile application. The application
starts.

Enter the API Key and API Code that you noted.

Tap Authenticate. The application will connect to your Medisoft practice data.
Log in to your practice using your Medisoft User ID and Password.

Create a Mobile Pin number.

This Pin number is an added layer of security to protect your practice data and is
stored on the Edit Users screen for each user who accesses your practice using a
mobile device. If you forget the number, your system administrator can access it there.

The Mobile Pin number must be four digits.

To add another practice
If you have more than one practice, follow this procedure to add another practice.

1.

© 4 9 0 M 0D

In Medisoft, log into the practice that you want to access from your mobile device.
On the Help menu, click Mobile. The Mobile screen appears.

Take note of the API Key and APl Code. These will be different for each practice.
From the mobile device, double-tap the mobile application.

Tap the current practice name.

Tap +.

Enter the API Key and Code that you noted.

Tap Authenticate.
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Troubleshooting
You can test your connection using the Check Access button on the Mobile screen.

To open the Mobile screen:

1. On the Help menu in Medisoft, click Mobile. The Mobile screen appears.

| Mobile ==
API Key:
API Code:
Mobile PIN:
.+ Check gccessJ [ « Help l E <) Close 2|

Figure 11. Mobile screen

2. Click the Check Access button. Connectivity is checked and the status appears.

Mobile
API Key:
API Code:
Mobile PIN:
Connectivity check complete.
Checking connectivity to mobile service: Passed
Checking outgoing connectivity: Passed
Checking incoming connectivity: Failed
| 4+ Check Access | [ « Help ‘ I «) Close

Figure 12. Mobile screen with connectivity checks
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If you receive a Failed on any of the checks, here are some possible solutions:

Connectivity Check

Possible Solutions for a Failed status

Checking connectivity to mobile
service

If this fails, Medisoft could not connect to
the Mobile Service (the application that
enables your mobile device to connect to
your Medisoft practice data).

e Make sure the mobile service is
installed on the server. You must have
Medisoft Client installed on the server
if you want the mobile service
installed there as well.

e The mobile service is not started.
Check your services to make sure it is
started.

Checking outgoing connectivity

If this fails, the Mobile Service could not
connect to the Internet for outgoing data.

* Check your network cable and verify
that your computer can reach the
Internet.

» Verify that port 443 is open. Consult
the documentation for your firewall to
learn how to open these ports, or
contact your IT administrator/

* |f you continue to experience
problems, check your documentation
or contact Technical Support.

Checking incoming connectivity

If this fails, the Mobile Service could not
connect to the Internet for incoming data.

NOTE: If the check for incoming
connectivity fails but the other two checks
passed, you can still use a mobile device
as long as the mobile device is on the
same network as the server.

* Check your network cable and verify
that your computer can reach the
Internet.

¢ If you have a firewall other than
Windows firewall, verify that the port
for incoming data is open (see
“Firewall Considerations” on page 19).
Consult your IT administrator to open
the correct port.

¢ Verify that your router is UPNP
enabled.

¢ If you continue to experience
problems, check your documentation
or contact Technical Support.

Configuring Superbill Templates

Before you start entering charges from your mobile device, configure a template that you
will use to display the information you want on the Enter Charges screen.

1. On the mobile device, launch the Medisoft application and log in.
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2. Tap Setup at the bottom of the screen.

Settings Save Add Section Logout
- r
Problem focused 99201 | Minimal 99211
Expanded problem focused 99202  Expanded problem focused 99212
Detailed 99203 | Detailed 99213
Comprehensive 99204 | Comprehensive (new patient) 99215
Comprehensive (new patient) 99205 | Significant, separate service -25
Significant, separate service -25
TB LARYNGITIS-MICRO DX 012.33
INCISION OF BRONCHUS 33.0
HOMOGYSTENE 8309 | RESTLESS LEGS SYNDROME ~ 333.94
CARDIOLITE STRESS 93015 | \WHOOPING COUGH 033
LIPOPROTEIN (A) 83695 | DIAGNOSTIC PROCEDURES 33.2
LUNG&BRONCHUS

Discharge Instruction 4 =
o o +

Come back in 2 weeks

HOMOCYSTEINE 83090
Come back in 4 weeks

EKG 93000
Come back in 6 weeks

CARDIOLITE STRESS 93015
Come back in 8 weeks

LIPOPROTEIN (A) 83695

Come back in 6 months

Come back later

Erx >

2+

Figure 13. Setup screen
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3. Begin setting up your template by adding a section. Double-tap Add Section at the
top of the screen.

S
Enter title for new section

N

B\ /4
Figure 14. Enter title for new section screen
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4. Enter a title for your new section and tap OK. The new section appears on the screen.

iPad =

Settings Save

10:17 AM

Add Section

TB LARYNGITIS-MICRO DX 012.33

INCISION OF BRONCHUS 33.0
HOMOCYHTEINE 83090 | RESTLESS LEGS SYNDROME ~ 333.94
CARDIOLITE STRESS 93015 WHOOPING COUGH 033
LIPOPROTEIN (A) 83695 DIAGNOSTIC PROCEDURES 33.2

LUNG&BRONCHUS
Discharge Instruction 7

S & % dawn Z 7+

Come back in 2 weeks

HOMOCYSTEINE 83090
Come back in 4 weeks

EKG 93000
Come back in 6 weeks

CARDIOLITE STRESS 93015
Come back in 8 weeks

LIPOPROTEIN (A) 83695

Come back in 6 months

Come back later

Erx >
test Z = +
& EKG 93000
& ECHOCARDIOGRAM 93306
& LIPOPROTEIN (A) 83695
& HOMOCYSTEINE 83090
Procedure Z =+

Figure 15. Setup screen with new section highlighted
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5. Next, add items to the section. To do so, tap the + icon. The Select Field Type menu
appears.

Select Field Type

Procedure

Diagnosis

Free Text

Canned Text

Figure 16. Select Field Type menu

6. Tap the item you want to add. The Search screen for that type of item appears.

Search Procedure Add

Code Description

a ]

Figure 17. Search Procedure screen
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7. Enter characters to search for the item and tap Search. The list of item appears.

8. Tap the item you want and tap Add. The item appears in your new section.

Procedure

& HOMOCYSTEINE 83090

Figure 18. Procedure screen
9. Continue adding sections and items until your superbill template is complete.
10. Tap Save to save the template.

11. You can create additional templates in the same manner. When you save a template
in Landscape or Portrait format, it remains in that format and will appear on the screen
in that format when you use it to enter charges.

28

Installation Guide for Medisoft 18
Release 18 SP2 March 2013



